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Cyber Security Awareness Training Assessment of Knowledge (Testing)

Please complete each question and pick the correct answer. (Circling the correct letter or the choice
between true and false) There is only one correct answer per question.

1.

When traveling or working away from your main location, what steps should you take to protect your devices and
data?

a) Do not connect to "free wi-fi"

b) When connecting to your organization's network, use a VPN program (Virtual Private Network)

c) Make sure no one is reading your password or data over your shoulder

d) All of the above

The address an email comes from cannot be faked.
¢ TRUE | FALSE

When disposing of old computers or other electronic devices, emptying the recycle bin or “trash can” and signing
out is all that is required.
e TRUE | FALSE

What does MFA stand for?
a) Most Favored Ally
b) Multi-Factor Authentication
c) Mechanical Function Automation
d) Many-Fingered Athlete

What is ransomware?
a) Software that protects your computer from viruses
b) Cryptocurrency, like bitcoin
c) Malware that locks users out of their devices or blocks access to files until a sum of money is paid

Which of the following is a clue to recognizing a phishing email?
a) Link to unknown website

) Sender's email address not recognized

) Threats or promises of reward

) All of the above
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Which of the following are types of tactics used in a cybersecurity attack?
a) Phishing
b) Malware
c) Ransomware
d) All of the above

When using Generative Al, such as ChatGPT, what type of information should you limit sharing with the model?
a) Information about a personal medical condition
b) Sensitive and proprietary company data
c) Personally Identifiable Information
d) All of the above



9. What would be some additional protections which should be implemented for an IT Administrator role?
a) A complex password and Multi-Factor Authentication (MFA)

b) Role-based access (RBAC) from a privileged access device
c) Regular encrypted backups to a secure location

d) Scheduled account audits of access and usage

e) All of the above

10. Who is responsible for information/data security?
a) The IT department
b) Security contractors
c) Management
d) All computer and system users



